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1
Decision/action requested

It is proposed to approve the changes to the living document to TS 33.310 on ACM_SBA.
2
References

[1]
3GPP S3-233269: “Living document for ACM_SBA (Automated Certificate Management in SBA)”
3
Rationale

This document proposes to add the principles of the management of NF and certificate lifecycles recommended in the conclusion for KI#6 of TR 33.876 in [1] – informative annex. 
4
Detailed proposal

*** START OF FIRST CHANGES ***

Annex Y (Informative): Guidance in the certificates management procedures left to implementation.
Y.1
Introduction

Editor's Note: This clause introduces the new informative annex dedicated to procedures that do not require normative text, but they are rather recommendations in the implementation of the certificate management framework. The list of contents to be included in this annex is not closed yet, so the current outline can be extended with new clauses.
Y.2
NF Certificate Updates

Editor's Note: This clause describes some approaches to be considered in the NF certificate updates in special circumstances (e.g., outages, simultaneous update of a vast number of certificates, etc.)

Y.3
Management of certificate and NF lifecycles

In the implementation of a certificate lifecycle management framework, the NF lifecycle should be considered, because inconsistencies between both lifecycles could lead to severe vulnerabilities.
For example, when the certificate of a NF producer instance has been revoked without the knowledge of the NRF, the NRF might return that instance to the NF consumer during the discovery procedure, leading to unnecessary signalling due to the use of non-valid certificates. In that case, during the NF discovery procedure, the NRF might perform certain checks in order to determine that the potential producers have valid certificates. Such checks can be based on locally stored information or by querying other network entities such as OCSP/CRL servers. 
The message flow is represented in figure Y.3-1.
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Figure Y.3-1: NRF checking of the status of NFp certificate
1a.1b.1c. NRF gets to know the status of NF producer End Entity certificate from OCSP/CRL services, NF producer (e.g., OCSP stapling), local provisioning or other mechanisms. 
2. NFc proceeds with discovery request to NRF
3. NRF checks the validity of the End Entity certificate of the NF producer

4. NRF assigns a NF producer with a valid certificate 
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